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Electronic piracy on websites: an applied study on a sample of

Egyptian information facilities websites
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Abstract

The study dealt with electronic piracy on the websites of a sample of Egyptian
information facilities on the Internet. It aimed to identify the incidents of
piracy that targeted the websites of Egyptian information facilities on the
Internet, their motives, the resulting losses, and the measures that were taken.
Then, it studied the security policies and procedures followed by a sample of
Egyptian information facilities websites on the Internet, then the challenges
that hinder securing information facilities websites from the risks of piracy

and providing recommendations that would raise the level of protection
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available in them. The researcher used the descriptive analytical approach and

concluded with several results, the most important of which are: (5) of the
websites were actually exposed. The study rate was 55.6% for electronic piracy
attacks. All study facilities lack information security policies, as there are
written sections that only cover incident response procedures at the Library of
Alexandria and the Cabinet Information Center. There are many security
methods and controls used at study facilities, and the Library of Alexandria
and the Cabinet Information Center come in... Introduction to the study
population: In terms of the availability of these methods, human challenges
come at the forefront of the challenges facing securing the sites of study
facilities at a rate of (77.78%), followed by financial challenges at a rate of
(44.44%), followed by technical challenges at a rate of (11.11%).
Keywords: electronic piracy, cybersecurity, electronic attacks, cybercrimes,
website hacking, data protection, information facilities, website security.
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